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1
Decision/action requested

It is proposed to approve this contribution.
2
References

[1] 
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3
Rationale
According to the agreement on the lifetime of KAKMA, it shall be deleted when reauthentication happens, AUSF needs to inform the AAnF that the KAKMA is not valid any more. Therefore, this contribution proposes to send an indication to the AAnF when reauthentication happens, and the AAnF shall delete the KAKMA based on the indication sent by AUSF.
4
Detailed proposal

***
BEGIN CHANGES
***

6
AKMA Procedures
6.2
Deriving AKMA Application key for a specific AF
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Figure 6.2-1 AF Key generation from KAKMA
When the UE initiates communication with the AKMA AF, it shall include the derived AKMA key identifier in the message (cf. clause 6.1). 

If the AApF does not have an active context associated with the key identifier, then the AF sends a request to AAnF with the key identifier to request application function specific AKMA keys for the UE.  The AF also includes its identity (AF Id) in the request.

If the AAnF is in possession of the AF specific key (KAF), it responds to the AF with the KAF key. If not, the AAnF shall check if it has the UE specific KAKMA key identified by the AKMA key identifier. 

If KAKMA is available in AAnF, it shall derive the AF specific AKMA key (KAF) from KAKMA and respond to the AF with KAF and lifetime. 

If KAKMA is not available, the AAnF shall send a request to the AUSF to obtain the KAKMA key specific to the UE. It includes the AKMA key identifier in the request. The AUSF shall respond with the KAKMA key identified by the key identifier. The AAnF derives the AF specific key (KAF) from KAKMA and responds to the AF with KAF and lifetime. 
When the re-authentication happens, i.e. when the AUSF receives an authentication request message from the AMF, the AUSF shall delete the KAKMA and the corresponding AKMA key identifier and send an indication to the AAnF to inform that the KAKMA is not valid anymore. The AAnF shall delete the KAKMA and the corresponding AKMA key identifier after reciving the indication.
When the UE receives Authenticaiton Request from the AMF, the UE shall delete the KAKMA and the corresponding AKMA key identifier.
Editor’s Note: Derivation of the AF specific KAF is FFS.
**
END OF CHANGES
***
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